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Only Vendor Ranked as a Leader in Endpoint, 
UTM and Encryption

PRESENT in 1 of these
Gartner Magic Quadrants

LEADER in 1 of these
Gartner Magic Quadrants

LEADER in 2 of these
Gartner Magic Quadrants

LEADER in all 3 of these 
Gartner Magic Quadrants

(2)
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Unique Balance Between Endpoint and Network
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89,2% 
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ENDPOINT NETWORK
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Complete Security
Protecting every part of your business

Endpoint
Protection

Web
Protection

Email
Protection

Network
Protection

Unified
Protection

Data
Protection

Mobile
Protection
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Agenda

• Sophos Next –Gen Data Protection

• Sophos UTM & Cyberoam

• Sophos Cloud
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Next-Gen Data Protection
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Sophos SafeGuard Enterprise

Protecting Data wherever it goes!
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Assertion - All data is important

• By default data must be protected

• Encryption must be persistent



9

Encryption as a Threat Protection Technology

• Protecting key access 
becomes paramount

• Protect data in the event of 
a compromise!
• Integrate Endpoint and Data 

Protection Technology

• Pillars for key access
• Trusted device

• Trusted user

• Trusted process

Endpoint
Protection

Data
Protection
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Reactive to Integrity
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Collaboration

Simplicity!
• Don’t change End User behavior or 

workflow

Internally, everyone has access
• Files can be shared encrypted with 

internal employees

Options for external collaboration
• Encrypted file

• Plain Text file

• Wrapped in a HTML5 wrapper
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Continuous Productivity

Work across devices
• Windows, OS X, iOS & Android

Users remain productive
• In the office, on the road, with any 

device

Still protected
• Device integrity determines access to 

data.  One device compromised?  
Work on another
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Next-Gen Threat & Data Protection

Security must be comprehensive

The capabilities required to fully 
satisfy customer need

Security can be made simple

Platform, deployment, licensing, 
user experience

Security is more effective as a system

New possibilities through 
technology cooperation

SOPHOS LABS

Sophos Cloud

Next-Gen 
Network Security

Next-Gen 
Enduser Security

heartbeat

Protected in the Event of a Compromise

Integrated with Project Galileo to 
lock down a Device

Your data, encrypted and protected

Trusted User + Device + Process to 
access encrypted data
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Sophos UTM & Cyberoam
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Leading Threat  Protection
RED for Distributed Networks

Accelerated Packet Filtering
iView Logging & Reporting

Secure Wi-Fi & Access Points
Web Protection Technologies

Layer 8 User Identity Policies
Leading Application Control

Project Copernicus

Comprehensive Management Simple to Use Secured by Galileo
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Security Heartbeat
Network and Endpoint share heartbeat and context to work better together

Endpoints

SG Firewall

Server

InternetCompliant

Partially
Compliant

Non-Compliant

Non-Compliant

Non-compliant
Endpoints blocked
from network and
identified

Partially-compliant
Endpoints blocked
from servers and
identified

1.  ATP detects and blocks suspect C&C connection

2.  Context requested from Endpoint

3.  Connection context provided (user, process, etc.)

4.  Admin notified about ATP event including context

Heartbeat & Context

•Devices on the network 

share heartbeat and 

context

• Firewall enforces access 

policy based on level of 

compliance

• Firewall requests context 

from Endpoints in the event 

of suspicious network traffic

• Two products work better 

together to provide 

enhanced protection and 

improve response times to 

incidents

Access Control

Advanced Threat Protection
Suspect

Endpoint
SG Firewall
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Default Application Certificate
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Not Final Screen
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Not Final Screen
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Copernicus - Central Management

Comprehensive Management

Full-featured multi-device management

in the cloud or on-premise
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Copernicus – Discover Mode

Protected Network

Existing Firewall Security Audit Report

Existing Switch Mirror Port

Discover Mode

• Demonstrates value without 

changes to the network

• Discover Mode mirrors traffic 

through our UTM/NGFW 

• Monitor only, no enforcement

• No need to disable existing 

protection

• Detailed Security Audit Report 

provided to evaluator to 

assess deficiencies

Copernicus
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Hardware
Appliance

XG 85 XG 105 / 115 XG 125 / 135 XG 210 / 230 XG 310 / 330 XG 430 / 450 XG 550 XG 650 XG 750

Category
Small 

Desktop
Small

Desktop
Small

Desktop
Medium

Midrange 1U
Medium

Midrange 1U
Medium

Midrange 1U
Large

High-end 2U
Large

High-end 2U
Large

High-end 2U

Network Ports 
(standard) 4 4 8 6 8 & 2 SFP 8 (FleXi Port) 8 (FleXi Port) 8 (FleXi Port) 8 (FleXi Port)

FleXi Port 
Expansion Bays n/a n/a n/a 1 1 2 3 4 8

Maximum Ports 4 4 8 14 18 24 24 32 64

Redundancy n/a n/a n/a n/a n/a

2 SSD (RAID) &

2nd hot-swap 
power optional 
(SG 450 only)

2 hot-swap

SSD (RAID)

2 hot-swap 
power supplies

2 hot-swap

SSD (RAID)

2 hot-swap 
power supplies

2 hot-swap

SSD (RAID)

2 hot-swap 
power supplies

Wireless Integr. 802.11n 
optional

Integr. 802.11n 
optional

Integr. 802.11ac 
optional

n/a n/a n/a n/a n/a n/a

XG Series Appliance Portfolio
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EnterpriseProtect

TotalProtect

FullGuard

Core Protection Next-Gen Protection Total Protection

Base Firewall

Firewall & VPN & 
Wireless

EnterpriseGuard

Network Protection

Web Protection

Firewall & VPN &
Wireless

Email Protection

Web Server Protect.

Network Protection

Web Protection

Firewall & VPN &
Wireless

+ XG Series Appliance

✔Enhanced Support

+ XG Series Appliance

Email Protection

Web Server Protect.

Network Protection

Web Protection

Protection Modules:

✔Enhanced Support

Included Protection: Included Protection:
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Sophos Cloud
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Cloud Security (Sophos Cloud) – Panoramica della 
soluzione e strategia

Per Partner

Integrate Sophos 
Portfolio

• Integrazione dei prodotti Sophos in un singolo pannello di controllo 

Channel First

• Facile per i partner vendere e fare cross-sell

• Disponibile con vari modelli di business

• Fa diventare la gestione del contratto e della sicurezza del clinete facile

Semplice e veloce dal 
Discovery

all’Acquisto
• Facile e veloce da far vedere, valutare e comprare 

Per Amministratori

• Gestione e reporting 
unificato

• Semplice da distribuire 
– no server da gestire

• Gestione dei clienti e 
delle licenze

• Gestione degli incidenti 
centralizzata

Sophos CloudSophos Cloud

Endpoint 
Protection

Mobile 
Security

Server 
Protection

Web 
Gateway

Email 
Gateway

Product Components by Q1 CY2016

Strategia del prodotto
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Updates, upgrades 

and reporting

Unified Security per
Windows, Mac e Dispositivi Mobile

Admin
(Anywhere)

Sophos Cloud

HQ office worker

Remote office worker

Home worker

Roaming worker
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Funzionalità Sophos Cloud

• Cloud-based management console

• Anti-malware con Live Protection

• HIPS

• Web Security

• Device Control

• Application Control

• Server protection

• Server Lockdown

• Web Control (Web Content Filtering)

• Gestione e policy user-based

• Multipiattaforma (protezione per Windows, Mac e Mobile)

• Sincronizzazione con AD – delivery facile e gestione continua

• Partner Dashboard

Usabilità . Simplicità . Protezione
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Sophos Cloud Server Protection

• Facile da configurare e gestire

• Regole di esclusione automatiche

• Ottime performance

• Protezione eccellente

Anti-malware Server-specific policy
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Cosa succede quando cliccate lockdown

File

Does it need to be 
whitelisted

Executable

Check if it is 
malicious

Executable

Create a 
profile/fingerprint 

executable

Executable

Add to whitelist

Sophos Cloud

Retrieve rules from 
Server Authority

Status

Identify trust rules 

Server ServerServer

Apply trust rules

Cloud Management

Whitelisting

Applying trust
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Perché rilevare il traffico “Malicious”?

Vi piacerebbe sapere se uno dei vostri computer è stato 
compromesso e sta comunicando con i server degli attacker?

10011001011111011010100101011110100
Command and Control Traffic
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Threat 
Engine

Application 
Control

Application 
Reputation

Emulator
HIPS/

Runtime 
Protection

Malicious
Traffic

Detection

DEVICE & FILE
ENCRYPTION

SOPHOS 
SYSTEM 

PROTECTOR

DEVICE
CONTROL

INDICATOR OF 
COMPROMISE 

TRACKING

Web 
Filtering

Live 
Protection

App
Tracking

Management 
console

Come funziona la Malicious Traffic Detection
So

p
h

o
sL

ab
s

URL
database

Malware 
Identities HIPS rulesGenotypesFile look-up Reputation MTD rules Apps SPAM

Data 
Control

Peripheral 
Types

Anon. 
proxies

Patches/ 
VulnerabilitiesWhitelist

Admin alerted 

App terminated

Malicious traffic detected

i Compromise

User | System | File



41

Threat 
Engine

Application 
Control

Reputation

Emulator
HIPS/

Runtime 
Protection

Malicious
Traffic

Detection

SOPHOS SYSTEM 
PROTECTOR

Web 
Protection

Live 
Protection

App
Tracking

Device 
Control

Esempio: nuova variante di Cryptowall

1. Uno user lancia qualche cosa che non dovrebbe. Viene inserita 
una nuova applicazione nella startup folder.

2. L’applicazione parte e inserisce se stessa in explorer.exe.
3. Explorer.exe tenta do scaricare le chiavi di cifratura da C&C.
4. Minaccia rimossa, admin avvisato.
5. Malware e indicatori della minaccia condivisi con SophosLabs.
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Features, Packaging
Sophos Cloud 
Endpoint 
Protection 
Standard

Sophos Cloud 
Endpoint
Protection
Advanced

Sophos 
Cloud 
Mobile 
Control

Sophos
Cloud 
Enduser 
Protection

Sophos Cloud 
Server 
Protection
Standard

Sophos 
Cloud Server 
Advanced

Anti-malware    

Web Security    

HIPS    

Live protection    

MTD  

Device Control  

Application Control  

Web Control  

Galileo Ready  

AD Sync   

MDM  

Lockdown 

Policy type User-based User-based User-
based

User-
based

Server-based Server-based

Platform Windows, Mac Windows, Mac iOS,
Android

Windows, 
Mac, iOS, 
Android

Windows
Server

Windows
Server
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Sophos Network Security Strategy

Grow Existing Businesses

Grow Secure Email Gateway
Revitalize technology and launch

a cloud offering

Accelerate NGFW/UTM
Combine the strengths of

Sophos and Cyberoam

Grow Secure Web Gateway
Revitalize technology and launch

a hybrid offering

Cloud Web Gateway
Cloud management, enforcement, 

and reporting

Sophos Web Appliance
New and improved!

Next-Gen SWG
Intelligent hybrid enforcement
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Global Network Optimized for Mobile Workforce

Email

ActiveSync, 

IMAP, SMTP

Raw TCP

SSL

IPSec VPN

HTTP Proxy

Proxy
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Every Packet is Examined in Multistep Process
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Supported Platforms
Mac & Windows Available Now, Android & iOS Available in Next 1-2 Months

Mac OS X 10.8.5+

Windows 7+

Android 4.0+

iOS 5.0+



47© Sophos Ltd. All rights reserved.


